LY XIOIN

INDUSTRIAL IOT PORTFOLIO MANAGEMENT

c21-virtual

the 5theepoch.series

How NIS2 Will Impact the loT Landscape:
Brake or Accelerator

A4
I\



Kris Van der Hoeven

Kris van der Hoeven, Co-Founder: With a deep
background in lloT solution architecture, business
strategy, and project management, Kris brings
extensive experience from roles at Inetum-
Realdolmen, Deloitte, Verizon Business, and
Econocom Belux.

OPERATIONAL DIRECTOR
LYXION




LY XION

INDUSTRIAL IOT PORTFOLIO MANAGEMENT

loT portfolio Top-down Single point
management approach of advice

i e -h‘.‘ = : . ﬁ;‘é l

ﬂﬂ-'-""""@g: =

N
/IN\



N\
Z1\

How NIS2 Will Impact
the loT Landscape:
Brake or Accelerator?



NIS2 DIRECTIVE
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New legislation impacts
existing and new lloT solutions



Focus on “What is” and on “what Will be”
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Next up

3 short examples of where NIS2
will play a role




Connected CNC machine

| don’t need access
to your network for
maintenance,

| have a sim card
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CNC bridge




Connected coffee machine

My contract doesn’t say
anything about not
listening to your
conversations
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Facility
management




Innovation?

Connected IoT device

Who cares if there is a
on my chipset?

Who cares the
and if
it’s ever updated?

and | check the
functional requirement
boxes!

Business unit?




Who can honestly say that they have covered this today?
Who can honestly say that it’s not important?

r Processes

So, let’s zoom out

Technology

Essential or not



Security, continuity & Lifecycle management for full 1oT chain

Device / loT

Sensors Middleware platform Application

Considering

Security and continuity of

Who support and who has end

are added for Cyber and for Continuity?




That’s a lot of
extra work if
you do it for

each individual
solution




NIS2 forces you:

» To take control
» To create corporate strategy

Sounds like a
break?
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How can it be an
loT accelerator

we need to make a mind-shift

Structure focused - top down

Tiered architecture




Jungle of IoT solutions - clean up and structure
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Evolve from an ideation
board towards a checklist
approach
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S/ > Corporate loT strategy

i > Best practices &templates

BE > Tiered architecture

N > Simplification & standardization

2 &
R P '
oy B = -
o\ \\ i, > T .



Jungle of IoT solutions - clean up and structure
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Informed By “Corporate” defined, clear
roles and responsibilities

Consulted
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* » Internal loT ecosystem
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Jungle of IoT solutions - clean up and structure
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Need to introduce new
processes for loT
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Medium Critical
solution

Sustainability checks

Tax-fiscal options

Security monitoring

Allowed platforms

Audit frequency

Solution Reporting




How can it be an loT accelerator?

NIS2 can be the catalyst to work structured, bring organizational
changes, implement cross company IoT processes

» Defining the solution and technology options

» Standardization and use of architypes

» Implementation of predefined security and flexibility

» Outsourcing onboarding and device management

» Have structured involvement of your company stakeholders
» Allows you to work with shorter innovation tracks



Why else should you consider NIS2?
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Transparency Data interoperability Cost optimization Solution Manageability
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@ TAX » It will let you

O sleep at night

Introduction of Standardization of meta data
security standards for tax fiscal optimization



Thanks for listening
Lyxion.com
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